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Appropriate design of intrusion detection systems is extremely important to safeguard
critical and valuable infrastructure. Telecommunications companies (TELCOs) and electric
power utilities are experiencing an increased rate of rampant underground copper cable
theft and vandalism. This paper addresses the important subject of combating the physi-
cal intrusion of critical infrastructure by proposing a low-cost, effective and unique man-
hole intrusion detection system. Manholes are openings to confined underground spaces
that are used to access critical underground infrastructure and utilities such as sewer sys-
tems, electricity and telecommunication networks for maintenance and inspection. Critical
infrastructure protection is very essential to avoid losses and incapacitations that would
have a debilitating effect on economic activities, security, public health and safety, and so
on. The increasing rate of rampant copper theft and vandalism could be attributed to the
increased demand and high prices for copper on the black market. Critical infrastructure
sectors such as TELCOs, electricity supply, water and rail transport are utilizing intrusion
detection systems that only trigger an alarm when the critical infrastructure has already
been vandalized or stolen. In this paper, we propose a low-cost and unique manhole intru-
sion detection system with notification stages devoted to safeguard critical infrastructure.
Simulations of the system were performed before hardware implementation. The proposed
system utilizes an Arduino Uno microcontroller and multiple sensors to trigger the intru-
sion stages early before the copper cables are vandalized. Due to the inclusion of three dif-
ferent additional sensors, the proposed system has an advantage of timely or early-stage
intrusion detection. The response time is improved since the first alert is sent early be-
fore the actual cutting of the cable. The GSM messaging system is utilized as the alert
mechanism during the intrusion stages. Notifications are also displayed on a local LCD.

© 2021 The Authors. Published by Elsevier B.V. on behalf of African Institute of
Mathematical Sciences | Next Einstein Initiative.
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Introduction

Appropriate design of intrusion detection systems is extremely important to safeguard critical infrastructure from van-
dalism and theft [38]. Most developing countries in the world are experiencing an increased rate of rampant underground

* Corresponding author.

E-mail address: mazungaf@staff. msu.ac.zw (F. Mazunga).

https://doi.org/10.1016/j.sciaf.2021.e00819

2468-2276/© 2021 The Authors. Published by Elsevier B.V, on behalf of African Institute of Mathematical Sciences | Next Einstein Initiative, This is an
open access article under the CC BY license (http://creativecommons.org/licenses/by/4.0/)



FE. Mazunga, T. Romosi and R. Guvhu Scientific African 12 (2021) e00819

copper cable theft and vandalism [10,7,42,28,25]. Theft and vandalism of critical and valuable infrastructure would have
a debilitating impact on the economy and disrupt essential services in our daily lives [37]. Copper cables are extensively
utilized by telecommunication operators, electric power utilities, municipalities and railway control systems to provide es-
sential services [11,7,37]. These cables are usually installed underground in urban areas.

Manholes are openings to confined underground spaces that are used to access critical underground infrastructure and
utilities such as water, sewer systems, electricity and telecommunication networks [35] for the purpose of maintenance
and inspection. As compared to overhead lines, underground copper cables are less susceptible to adverse environmental
conditions such as heavy rainfall, lightning, floods, whirlwind and thunderstorms [43,4]. With the ever increasing down-
time and huge loss of potential revenue being experienced by Telecommunications companies (TELCOs) due to stolen and
vandalised underground cables, proper design of intrusion detection systems is critical.

Besides physical intrusion by humans, some of the critical infrastructure like data communication networks are also
vulnerable to cyber-attack or malicious events [9,31]. In literature, intrusion detection systems for monitoring various crit-
ical infrastructure include those based on Internet of Things (loT), edge computing, Arduino, Raspberry Pi, programmable
interface controller (PIC) microcontroller and machine learning [15,26,33], (Mulyanto et al., 2021). Machine learning-based
intrusion detection systems are frequently utilized to detect cyber-attack or anomalous activities in networked systems [2],
(Mulyanto et al., 2021), [9,31]. In spite of all the improvements in machine learning-based intrusion detection techniques,
new malicious violations continue to emerge as a result of the ongoing rapid technological advancements (Mulyanto et al.,
2021). Considering physical intrusion by humans, a notable number of the existing systems focus on underground cable fault
detection while very few are devoted to manhole intrusion detection. Moreover, these monitoring systems mostly rely on a
single sensor to detect an anomaly thereby increasing the rate of occurrence of false alarms. An intelligent manhole cover
should have self-monitoring capabilities and provide real-time notifications about its status [15]. Intrusion detection systems
that enable timely detection and response to manhole intrusions are of paramount importance [5]. Therefore, we propose
an effective and affordable Arduino-based manhole intrusion detection system that incorporates three different additional
sensors for triggering real-time notifications for various stages of intrusion. The GSM (Global System for Mobile Communi-
cations) infrastructure for sending alerts is already deployed in many countries [20]. GSM can co-exist with LTE (Long Term
Evolution) and other new technologies like “Narrow Band IoT” (NB-IoT) [23,22].

The significant rise in copper cable theft cases is often attributed to the increased demand and prices of copper on the
black market [39,42]. In the year 2020 alone, a loss worth several millions of dollars due to copper theft and vandalism was
reported by a major telecommunication service provider in Zimbabwe [25]. Manholes are generally found in urban areas
under sidewalks, by the road sides of trunk routes, and even under city buildings. The manholes are protected by covers
or lids to prevent accidental or unauthorised access as shown in Figure SM1. Contrary to the objectives of smart cities,
displaced, stolen or damaged manhole lids may cause accidents when pedestrians and motorists fall into the uncovered
holes [15]. Traditionally, these covers are made of heavy metal which requires a lot of effort to be lifted. In an attempt
to increase security of the manholes, the lids are weld-shut. However, the reinforcement of the manhole lids is proving
ineffective as the thieves are now utilizing power tools to open up the manholes as shown in Figure SM2. Manholes are
placed at every 150 m to 250 m stretch depending on the terrain.

The existing cable alarm systems in Zimbabwe only notify the security team after the cable has already been cut. This
implies that the criminals would have vandalized the reinforced manhole lids to gain access to the underground cables. Ser-
vice restoration may be delayed depending on resource availability. Therefore, effective manhole intrusion detection systems
that enable timely detection and response to manhole intrusions should be developed to avoid loss of potential revenue,
network service, customer and investor confidence as a result of copper cable theft and vandalism.

In this paper, we propose a cheap and unique manhole intrusion detection system that notifies security teams of four
various stages of vandalizing the telecommunication infrastructure in order reduce copper cable theft. The contributions of
this paper are summarized as follows.

» A new flowchart representing the new algorithm for implementing an intrusion detection system

= Due to the inclusion of three different additional sensors, the proposed system performs timely or early-stage intrusion
detection. The response time is improved since the first alert is sent to the response team early before the actual cutting
of the cable.

» The system first immediately notifies the rapid response team upon detecting vibrations caused by the tools during
cutting of the manhole lid. A vibration sensor is utilized to detect vibrations caused by the cutting tools.

» The rapid response team is alerted if the manhole lid is opened. An ultrasonic sensor detects the opening up of the
manhole lid.

+ The security team is then alerted when an access into the manhole has been detected before vandalism of the cable

itself. Human movement in the manhole is detected by a passive infrared (PIR) sensor. The proposed system notifies the

security team in time before the actual cutting of the telecommunication cables.

Finally, if the cable is cut, another notification is sent to the security team. Cable loop break is detected by a current

Sensor.

» The sensors are connected to the Arduino-Uno which sends notifications at every stage of vandalism via the GSM SIM
800 L module. An LCD for local display of the notifications is also utilized in our system. The incorporation of multiple
sensors limits false alarms.
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The rest of this paper is organized as follows. Section 2 highlights some of the related work. Section 3 presents details
of the proposed system. Results are provided in Section 4. Finally, Section 5 concludes the paper.

Literature review

[29] proposed a cable fault monitoring system. Although it is a highly creative concept, the implementation of a fre-
quency detector provides an avenue for signal noise causing false readings under certain conditions as well as having multi-
ple points of potential error. [27] developed a cable theft monitoring system (CTMS) using a GSM modem, a programmable
interface controller (PIC) microcontroller system, a voltage divider, a temperature sensor and several other peripherals. The
system was aimed at alleviating the issues of cable theft experienced by Telekom Malaysia despite their adoption of several
other ultimately futile measures. These included prevention campaigns at national level, security patrols, greasing telecom-
munication poles, replacing existing cable with fiber and proprietary systems, all at great cost. In addition to being costly,
another challenge of the authors' proposed system is that it is relatively bulky in comparison to the proposed system of our
current work.

The system proposed by [27] was later modified by another group of engineers [7] with Nazri being involved again.
The authors improved the system’s sensitivity and accuracy in detecting temperature changes specifically associated with
faults or breaks caused by theft. The authors only introduced minor changes in the code, detection algorithms and choice
of temperature sensors used. A 99% efficiency and detection success rate of the improved system was reported. However,
there is too little evidence to corroborate this claim. [8] presented a system for detecting theft of both conductive and non-
conductive cables. The system is comprised of a GPRS module, ZigBee module, Power Line Carrier (PLC) and four cameras.
However, such a system is expensive and cameras may also be vandalized. Moreover, notifications are only sent when the
cable has already been cut. (Sulaiman et al., 2016) proposed a GSM based system for preventing theft of copper cables. The
system relies on a single vibration sensor and was specifically designed for overhead copper cables. Chances of false alarms
due to birds are high in this system.

Norizan was again instrumental in another system proposed by [18] that utilized the detection of voltage drops in cop-
per cables to ascertain and locate cable thefts, failures and breaks. The system utilized an SK40C microcontroller with a
microchip PIC16F877. However, the presence of the SK40C at multiple detection points creates a point of weakness in that
the system can be re-programmed if the intruders have sufficient knowledge of the PIC being used. The intruders may ma-
nipulate the code to ignore any voltage drops or inconsistencies. Moreover, the system would cost more due to the cost of
the SK40C plus the PIC and GSM modules at multiple points.

A system for monitoring manhole covers by utilizing “edge computing” was demonstrated by [15]. Edge computing is a
recent technology that employs both IoT and cloud computing [40]. This technology has an advantage of improved response
time which is a key factor for critical applications requiring real-time monitoring. The proposed system was aimed at re-
ducing accidents due to damaged, displaced or stolen manhole covers in central business district (CBD) areas. All the covers
had the capability to transmit sensed data to a common server. The system was tested several times on 20 manhole covers
and one of the challenges observed by the authors was the offline state of some of the covers due to hardware issues and
intermittent internet connectivity of the adopted “Narrow-Band [oT (NB-IoT)” (3 [45]) communication module.

A GSM-based system for detecting vandalism of an oil pipeline was presented by [1]. The authors utilized a single piezo-
electric disk sensor for detecting vibrations on the pipe. In this system, chances of false alarms are high since animals and
other environmental conditions can cause vibrations. In addition, implementation of the system becomes costly since it re-
quires installation on the pipe after every two meters. [19] proposed a field programmable gate array (FPGA) based system
for monitoring the tampering of critical infrastructure cables. The system detects a change in the capacitance of a cable
when there is a short circuit or open circuit. Besides being bulky, the system only sends an alert message when a cable has
already been cut or vandalized.

loT-based systems that utilize Ohm’s Law for detecting the exact locations of underground cable faults were recently
proposed by [41,26,16]. An IoT-based system that relies on the “Murray loop” method to locate underground cable faults
was presented by [13]. However, these recently proposed loT-based systems would raise an alert after an open circuit or
the actual cable cutting has occurred. [38] presented an improved machine learning-based intrusion detection system for
protecting IoT network infrastructure from intruders. According to the authors, the issues of network latency and over-
head associated with the popular “centralized (cloud-based)” intrusion detection systems were minimized by employing
distributed and semi-distributed approaches. An improved intrusion detection accuracy was reported by the authors. A sys-
tem for detecting physical intrusion of critical infrastructure by both drones and humans was presented by (Zhang et al.,
2020). The cameras utilized by the authors are expensive and therefore attract attack by criminals.

An Arduino-based system for detecting vandalism of oil and gas pipelines was demonstrated by [30]. Their system re-
lies on geophones to detect seismic waves due to digging and drilling activities. However, the detection units are installed
200 m apart thereby reducing the detection accuracy. The system does not detect and report the presence of humans who
are running or walking. The algorithms utilized by the authors consider running and walking as “non-threatening” activities.
An intrusion detection system targeting “advanced metering infrastructure” in smart grids was proposed by [44]. The system
leverages on the aggregation of “convolutional neural networks” and “long short-term memory” networks. The authors re-
ported an improved accuracy in detecting abnormal information in the network. A network-based intrusion detection system
for detecting cyber-attack by considering the sequential nature of traffic data was proposed by [31]. According to the authors
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Fig. 1. Block Diagram of Proposed System.

in (Mulyanto et al., 2021), machine learning and deep neural networks often experience high “false-positive” alarm rates and
reduced chances of threat detection. Besides, computational overheads are also introduced by the complex algorithms in an
attempt to improve detection accuracy.

Most of these recently proposed systems focus on detecting cyber-attack and cable faults in different networks. Also, the
existing intrusion detection systems for cable theft prevention and underground cable fault location rely mainly on a single
sensor thereby increasing the chances of false alarms. The additional huge storage and processing capabilities possessed by
some systems reviewed above are not needed for our intended application (manhole intrusion detection) and therefore add
unnecessary costs [17,6,34]. Also, considering cost-effectiveness, the Arduino Uno board utilized in this proposed work is
currently available at an affordable price of £20 each [3]. The prices of Arduino boards vary according to the version [3].
In this paper, we propose an inexpensive and unique manhole intrusion detection system that detects physical intrusion by
humans.

Our proposed system is superior since it utilizes four sensors to detect four different manhole intrusion stages and
thereby facilitate timely intervention by the response team before the actual cutting of the cable. The system enables timely
detection and response to manhole intrusions. GSM messaging system is used for alerting the security team.

Material and methods
System description

Our proposed unique manhole intrusion detection system in Fig. 1 utilizes an Arduino Uno microcontroller and multiple
sensors to trigger the intrusion stages before the copper cables in a manhole are tempered with. Due to the inclusion of
three additional sensors, the proposed manhole intrusion detection system has an advantage of enabling timely or early-
stage intrusion detection. The Arduino Uno board is based on the ATmega328 microcontroller. It incorporates “14 digital
input/output pins, 6 analog inputs, a 16 MHz crystal oscillator, a USB connection, a power jack, a reset button, 32 kB flash
memory, 2 kB SRAM and 1 kB EEPROM” [24]. The Arduino was utilized for our purpose due to reasons that include the
following. The intended application of the proposed system does not demand added processing and storage capabilities that
are found in other higher-priced platforms [6,34]. Computation-intensive algorithms are not utilized in our proposed system.
Arduino is also capable of detecting the environment by accepting input from a variety of sensors and can trigger different
actuators. It is an open-source hardware/software platform that does not need an external hardware programmer to upload

4
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Fig. 2. Schematic presentation of the proposed system in Proteus.

new code [21]. In spite of having an affordable price [14,3], an Arduino is easily programmable and is suitable for rapid
prototyping [17,21].

The system monitors manholes by employing multiple sensors namely vibration sensor, ultrasonic sensor, PIR sensor and
the current sensor. Any form of triggering of the sensors indicates a breach in real time which will be reported via the
GSM module SIM 800 L to a designated rapid response contact. The response time is improved since the first alert is sent
early before the actual cutting of the cable. The new system flowchart shown in Figure SM3 was used for developing a new
algorithm for the code used in our proposed system.

The system notifies the designated recipient in stages. The vibration sensor detects the forceful opening of the manhole
lid. Once the sensor input is detected as “High”, a notification message is wirelessly communicated to a designated rapid re-
sponse recipient via the GSM module. The local LCD displays updates on the status of ongoing activities during all intrusion
stages. The next stage is triggered by the ultrasonic sensor which is positioned facing the lid. When the distance between
the ultrasonic sensor and the lid in front of it increases, it means the manhole lid has been opened. A notification is sent
via the GSM module sim 800 L to the designated recipient. The next stage of notification is triggered by the PIR sensor that
detects movement within the manhole when entry has been gained. An alert message is also sent via the GSM module to
the designated recipient and the LCD display is updated. The last notification stage is triggered by the current sensor when
the current in the copper cable loop falls to zero. This indicates that the cable has been damaged or vandalized and an
alert message is also sent. The notification stages are essential because they provide an update of the activities occurring in
real-time so as to significantly reduce the massive copper cable thefts.

System block diagram
Fig. 2

Positioning of sensors

The vibration sensor is responsible for detecting shocks on the manhole lid as the forceful entry is in progress. The
sensor is mounted near the lid to detect the impact as indicated in Figure SM4. The ultrasonic sensor is positioned on the
same bracket mount that holds the vibration sensor whilst facing the lid so that the distance between the ultrasonic sensor
and the lid is monitored. The current sensor is positioned within the unit in order to detect the current flowing through the
cable. The PIR sensor is strategically positioned at the front of the unit so as to detect human movements once entry into
the manhole has been gained.

System simulation
The project simulation was performed using “Proteus 8 Professional” software. It is a simulation and design software

tool that possesses 2D CAD drawing features among other tools. The software was developed by Lab Center Electronics for
electrical and electronic “from concept to completion” circuit design. It facilitates the drawing of schematics and simulation



FE. Mazunga, T. Romosi and R. Guvhu Scientific African 12 (2021) e00819

Fig. 3. Simulation of motion sensor.

of data logger system in real time. Proteus constitutes libraries with a wide range of components and analysis tools like
Arduino boards [32], GSM modules, and virtual terminals.

Schematic representation of simulated system
A schematic presentation of our proposed system was done using Proteus 8 simulation tool as shown in Fig. 2.

System coding

During the coding phase of the Arduino board, C++ language [36] was used in this proposed project. The code of the
whole system was built by integrating the separate programs written during the stage of testing the individual components
with the microcontroller and a few modifications were done. A snapshot of the code is shown in Figure SM5. As for the
code’s functionality, the SMS messaging system was implemented because of its simplicity and it takes less time to pro-
gram. Besides, GSM messaging system is often utilized as an alert mechanism in intrusion detection systems due to its
affordability, reduced latency, wide spread coverage capabilities and so on, enabling the system to be online for almost all
the time [12].

Results and discussions
Simulation results

The system was simulated with Proteus 8 Professional as shown in Fig. 3. The simulation of the vibration sensor behaved
as expected. When an impact was detected by pushing the toggle switch, the system initiated the notification sequence.
The ultrasonic sensor was simulated using a 5 V source and a variable resistor as the trigger input as shown in Figure SM6.
When the HG-POT was tuned upwards, it represented an increase in distance from the sensor to the lid. This triggered an
SMS notification sequence. The motion sensor was simulated using a toggle switch. When an input was applied to the toggle
switch, an SMS notification was sent.

Hardware implementation of the system

Hardware testing of the system was done on a bread board with jumper leads. The findings were as follows:

» The LCD responded normally by displaying the activities performed by the microcontroller as indicated in Fig. 4 and Fig.
5.
» The current sensor measured the current within the cable loop.
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Notifications received

The designed system successfully delivered SMS texts to an emergency number at every sensor input stage during the
testing stage, achieving consistent and effective communication each time. The sensors were programmed with flags to limit
the number of notifications. Fig. 6 shows the inbox of a mobile phone after each detection. The SMS texts are triggered in
sequence. The SMS notification “Alert! Lid tempering detected!” shows that the vibration sensor has been triggered. The SMS
text “Alert! Lid has been opened!” means that the ultrasonic sensor has been triggered. The notifications “Alert! Motion
detected in manhole!!” and “Alert! Cable has been cut!” indicate that the PIR and current sensors have been triggered
respectively. The SMS notification sequence minimizes the number of false alarms.
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Conclusion

The development of a unique manhole intrusion detection system with notification stages was successfully completed.
The system managed to sequentially send notifications when triggered by inputs from vibration, ultrasonic, PIR and current
sensors. Due to the inclusion of three additional sensors, the proposed system has an advantage of timely or early-stage
intrusion detection. The response time is improved since the first alert is sent early before the actual cutting of the cable.
GSM Sim 800 L technology was utilized for sending notifications. Notifications were also displayed on a local LCD. The low-
cost system significantly reduces the impacts of cable theft. The incorporation of multiple sensors limits false alarms. The
system can be integrated into Network Operations Center (NOC) with a graphical user interface that can define the actual
position of the breach on google maps. In future, there is also need for interconnection of multiple controllers to form
clusters of nodes for ease of connectivity and identification. It should, however, be brought to attention that scaling up the
proposed solution to include more networked sensors during operationalization may strain system performance parameters
like response time, network throughput and so on. This work can be expanded in many dimensions for computer science,
informatics and engineering disciplines especially for learning purposes.
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